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FOREWORD

This revised document is intended to provide information about the development of software
requirements based on the Measuring Instruments Directive. Up to the publication of the MID in
April 2004 this Guide has been used as a basis for national type approvals in some European
countries. Therefore the responsible working group 7 “Software” has decided on its 9" meeting, 8
October 2004 not to withdraw this Guide but to keep it as an informative document with updated
cross references to the final MID text and to bring it in line with the new WELMEC Software Gui
7.2.

For software examination and software testing of MID instruments WELMEC 7.1, IssUg 2,
shall not be applied. Instead WELMEC Guide 7.2 is the recommended WELMEC
that should be used for MID conformity assessments of software controlled instru
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1 Introduction

1.1 Background and Scope

The Measuring Instruments Directive (MID) [1] will contain "Essential requirements” (Annex |) for
measuring instruments used for legal purposes. Some of these essential requirements can be
directly applied to the software controlling these instruments, others to both hardware and softwa
of a measuring instrument.

It has been the experience during the development of the MID that these kinds of essentia
requirements need a uniform interpretation with regard to software, in order to avoid a |
treatment of customers by the various European Notified Bodies.

After publication of the new WELMEC Software Guide 7.2 the Guide in hand %nformative
character. It has been revised in order to adapt it to the final MID text and s of the EU
Growth Network MID-Software. The list of significant changes from the pre sue is given in

ting the metrological

the last chapter 8.
A U
performance of an instrument without especially taking care o % software controlling this
instrument is in many cases no longer adequate for moder processor-controlled or even
PC-based measuring instruments, as it is substantiallygt ware and its integrity that
b

Guide 7.1 (as well as 7.2) try to make the reader aware of the fact t

determines the metrological properties and reliability of ent. As the Guide covers very
different categories of measuring instruments it can give ics of software examination. It
is intended to be successively amended by specific anfexeg¥or each kind of measuring instrument
similar to the specific annexes contained in the M

This Guide is intended to support a uniform softwa mination in Europe and to make the result
of an examination estimable for the manuf er. T uide is, however, not mandatory, even for
those instruments that are covered by the s

1.2 Conception

The guide contains in chapt mary of the most fundamental terminology used.

In chapter 3 "Essential e gequirements” are derived from the MID, Annex |. These are very
close to the essential requirements of the MID. For practical applications it is necessary to interpret
and further detail @ uirements taking into account the requirements in the instrument-
specific annexesfofyghe/MID, the various fields of applications of measuring instruments and
technical asp he hardware and software configuration of an instrument.

It has be eXperience in type approval practice that different kinds of measuring instruments
are not tfeate ally within a country and that the same kind of instrument is treated differently in
different countries without an obvious objective reason. Therefore in chapter 4 the facts or criteria
th ake up the different evaluation of the instruments have been identified as:

O strength of protection of the software against changes
the intensity of examination of the software at type approval

o the degree of conformity between the software implemented in a verified instrument and
the approved software

These facts and criteria levels are defined and assigned to groups/categories of measuring
instruments as a guiding, non-binding principle.

Chapter 5 describes the technical features of measuring instruments and measuring systems that
have to be taken into account for the software examination. The possible hardware and software
configurations are presented as "cases" that are later referred to in chapter 6.

6
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In chapter 6, examples of the software examination for 2 typical measuring instruments and
measuring systems are given:

¢ A simple stand-alone built-for-purpose instrument with a protective interface
¢ A complex PC-based, modular measuring system

The examples contain a description of the instruments, their legal and technical classification and
an interpretation of the essential software requirements along with comments and additional
information that may be useful for a uniform software examination. Moreover, the required softwa
documentation is detailed. Because of the reasons mentioned above, the guide does not yet
contain, however, complete collections of detailed measuring instrument specific requirementgfan
examples.

Finally, chapter 7 contains a list of references and other literature which might be of hthe
interested reader.
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2 Terminology

Important note: In case that a term defined in this chapter deviates from the terminology in
WELMEC Guide 7.2 the latter is the preferred one.

2.1 Program code
Source code. Readable program code produced in human readable form, in general by the aid

of a text editor. [14]
Executable code. Sequence of binary numbers that are read and interpreted by the ce \
processing unit (CPU). It is only intelligible for a human reader if he uses tools like debuggers,
disassemblers or re-compilers. A text editor is useless for this purpose. [14]

2.2 Legally Relevant Software

Software that realizes functions or properties of a legally controlled measuringasinstrument as
defined in the MID, Article 1. The legally relevant software comprises program p@ data that

form the software subject to legal control. @
Legally relevant program parts

Parts of the program code that perform functions subject to legal
legally relevant parts of a program system realized as subro
Additionally there are subroutines that are not legally relevan
which subroutine is called by another (tip of the arrow) and w

subroutines, the components of the program code can ails
programs that call each other via the operating system.

gure 2-1 shows the
ove the dividing line.

broutine is calling. Instead of
ofmed by complete executable

Notes:

a) This software structure is not prescribed but itgt er advantages (see 4.3 and interpretation in
6.1.4 and 6.2.4). Furthermore the technical C of software separation described here is
state of the art in software engineeringgalso knoGwn as structured or modular programming or
object oriented programming, and it e inherent principle in most of the programming
languages (like C/C++, Java, Delphi asic, ...)

b) For conformity level "middle" (se@isection 4.3) the legally relevant program part may consist of a

ay have different legal software identifications.

fixed part and other pa

Legally relevant program parts

Subroutine A Subroutine B Subroutine C
Function: "Read raw value from Function: "Adjust value" Function: "Display value"
sensor"

AN il

A

Other program parts

C Calling Subroutine
< ’ >

Figure 2-1: One example for legally relevant subroutines realizing legally relevant
functions, and other program parts being separated
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Legally relevant data
The legally relevant data can be distinguished into the following types of parameters and data:

e Type-specific parameters which depend on the special type of instrument only. Type-
specific parameters are fixed at type approval of the instrument. In practice they are
integrated into the program code.

e Device-specific parameters which depend on the individual device or instrument.
Device-specific parameters comprise adjustment parameters (e.g. sensitivity, other
adjustment or correction parameters) and other metrological parameters like \
configuration parameters for the measuring instrument (e.g. measuring range, scale
division, units of measurement).

Note: Normally device-specific parameters have to be secured.

e Settable parameters are manually entered data. They are allowed to set
modified by the user.

e Variable values comprise the processed measurement values that ontrol
of legally relevant program parts (i.e. that are members of the dat f such a
program part) and final measurement values that often can b cessed by

for controlling the functions and the data flow of the legally rele program parts that

any software. Additionally there are auxiliary variables that esg ntain commands
realize counters for events etc. .‘

Examples of legally relevant functions and data are given in

Programs and subroutines usually have a data domain. domain consists of all variables and
constants a program or subroutine can access by reading ting to. Either the domain is owned
by one program, subroutine or object alone and nQ.@ write to it or even read it, or the data
domain is shared with other program parts that a @ ead or write permission.

Figure 2-2 shows the data domain of a legally rele

program part (above the dividing line) and

another domain with several variables th long to®other program parts. The parameters and
variables mentioned above belong to taydomain of the legally relevant program part and
write access to the variables by not le@ally ant programs is impossible. Only the access to the
import interface variable is not limi The arrows show the dataflow from one data element to
another.

Notes: @

a) If software is designed separated according to Figure 2-1, then also the data domains must

be separated i subject to legal control and those that are not.
b) While daga - | measurement values - are stored in files or transmitted, they are not within
the data legally relevant program. (In this case the essential software requirements

have t interpreted in another way than in the case described above, if these data will be used
for le oSes (see 5.7 and example B, 6.2.4, ER2.2)).

o)
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Data domain of the legally relevant program parts

Type and device Data flow
specific and set-
table parameters

Processed Processed Final measure-
measurement measurement ment value
value, state 1 _ | value, state 2

Auxiliary
variables

Interface variable Interface
for import variable for
0 export

Data domains of other program parts

Figure 2-2:  One example for a typical dataf diagram of software with a separated
legally relevant part with nt types of parameters and variables

2.3 Changes of Softh
2.3.1 Unintentional c g

Changes of pragra r data subject to legal control that happen by accidental physical or
software effectk eg, virus infections) or that are unintentionally performed by the user of an

|

instrument.

232 | Qchanges (corruption, misuse) with simple common software tools

n
Chapges software tools and know-how commonly available to the general public. All kinds of
texteditors, for instance, are regarded as simple common software tools, whereas e.g. debuggers

Q editors are not.

.3.3 Intentional changes (corruption, misuse) with special sophisticated software tools
Manipulation or simulation of the legally relevant software that is performed using software tools
not available to the general public and that require special know-how. All kinds of e.g. debuggers,
disc editors or software developing tools, for instance, are regarded as sophisticated software
tools.

10
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Legally relevant Type specific Device specific Settable Variables
function parameter parameter parameter
Algorithm for . o .
calculating the final ﬁnoer;?ict:tlons for non- | Sensitivity Preset tare 5;?3; nawg?jsigrleamggt
measurement value y play
Units of Intermediate
measurement measurement value

Digital resolution,
verification scale
interval

Measurement range

(Max and Min value)

Stability analysis for
a measurement
value

Time constant

Counting impulses
for cumulative

Impulse factor

Statusysignals (e.g.
ze%ation,
I

ilibrium)

ter variable

measurements
Calculating Length of the buffer |Length of the Buffer for the values
maximum measurement period of all measurement

periods

K Intermediate

maximum value
Self checking Nominal values for Activation Flags (OK-FAIL)
routines checking result") mode: on

demand / cyclic

Price calculation for Unit price Price to pay

direct sales to the
public

Rounding algorithm

Q@

Intermediate
measurement value

Table 2-1: Examples of @r evant functions, parameters and data.

2.4
2.4.1 Prot
Software, 4

Protec@&are

t

ware

are counter and/or information record of the changes to the device-specific parameters. An
trail can be realized e.g. as an ‘Event counter’ or as an ‘Event logger’:

e Event counter. A non-resettable counter (legally relevant variable, see above) that
increments once each time a special operational mode of the instrument is entered and
one or more changes are made to device-specific parameters or other legally relevant

data.

e Event logger. A file containing a series of records where each record contains data
that describe the kind and time of an event e.g. a change to a device-specific

May be device specific in certain cases.

11
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parameter with an identification of the parameter that was changed, the time and date
when the parameter was changed and the new value of the parameter. Program parts
that realize event logging and files that contain the event data are regarded as legally
relevant and have to be secured accordingly.

2.5 Interfaces

2.5.1 Hardware interface
Electrical input and/or output of a device for interchanging data or signals with other devices®
These can either be instruments, modules (components) of an instrument or peripheral device

The term 'interface’ comprises all mechanical, electrical and logic properties at the ta
interchange point and the meaning of the transmitted data and instructions [5] (ISO 7498)

2.5.2 Protective interface
An interface is defined as being protective

o if only a defined set of allowed parameters, data and functions of the @‘ relevant
software part can be influenced or released via this interface

and
e if it is not possible to introduce into an instrument (or @ an instrument)
instructions or data intended or suitable to:
° display data that are not clearly defined and could ken for a measurement

result

° falsify displayed, processed or stored measure t fesults or other legally relevant
data (e.g. unit price, price-to-pay, unit of meaSure t in case of direct sales to the
public).

° adjust or configure the instrument or ina ly change any type or device specific

parameter
° corrupt the legally relevant progr@e of the instrument.

2.5.3 Software interface

If parts of software exist besidgs t ally relevant parts, these parts may be separated in a
sense that they communicate,via%a software interface. Communicating software parts interchange
data via certain variables (| )that they can both access (read or write to). These interface

variables form the interface. (The interface variables correspond to the lines of a
hardware interfaee)

Interface variab realized as e.g. global program variables, as function parameters or as

data files.
254 PR te@soﬂware interface

A softwareNinterface between the legally relevant software part and other software parts consisting
of variables or data files is defined as being protective

nly a defined set of allowed parameters, data and functions of the legally relevant
software part can be influenced or released via this interface and

variables and the progﬂ that writes the data to or reads the data from the interface
tware

¢ if both parts exchange information only via this interface, i.e. not via any other link.

Variables and program code of a protective software interface are part of the legally relevant
software.

12
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2.6  Data security

Authenticated program.  Program code that is trusted by the user and customer (both parties
involved) to be identical with the approved one. It is either supplied by someone who is authorized
and who is responsible that the program code is identical (or conforms) with the approved one OR
its identity / conformity with the approved one is (legally) verified.

Authenticated data. Transmitted data in a complex measuring system the origin of which can pe
verified by the receiver

can be clearly assigned to a certain measurement.

OR
in the case of measurement values stored in a memory with public access for later use: VQ t
r

Authentification method. Method to enable everyone involved to verify that programs o a are
authentic.

Example: Generation of an electronic signature for the relevant data or files henticated
program before storage or transmission. On receiving or reading: Recalcul f the electronic
signature and comparison of the result with the nominal value with an a n program used
by a person involved.

Checksum. Addition of all bytes of a program code or a data dulo addition is often
used in order to get a result with a fixed number of figures.

Here a checksum is often used as a simple hash code. A has @o 2 is the result of an arithmetic
combination of all bytes of a program code or a data séf, Thegfesult of the hashing algorithm
comprises only some bytes, and the algorithm is such th odffication of the program code or
data with a high probability leads to another result.

(Electronic) signature. A signature of a file (pi
firstly a hash code is calculated (see "checkst
encrypted.?)

The signature is normally added to the ode or data set it has been generated from.
Software identification. Method to verify authenticity and integrity of a software.

OR
A number or a string of char rSithat Ts assigned to a certain reference software.)
Legal software identifical . fSoftware identification that is assigned to the legally relevant
software.”)
One acceptable, te lution for a legal software identification is the "ABC method" that
consists of thre

° Part Ai e fixed by the manufacturer of the instrument. This part indicates, under his
respon each legally relevant change in software.

° P ed by an algorithm which is part of the legally relevant software and which forms a
nu r which will automatically change if there has been a change in the device specific

parameters
&rt C in the same way as part B but now over the program code which is covered by the actual
identification code ABC.

Qvare integrity. The software is identical with a correct reference version (e.g. the approved
one); it has not been modified intentionally or unintentionally.

2) Here in certain cases a simple all-in-one solution for hashing and encrypting is accepted as a
technical solution: the "cyclical redundancy check" CRC [11,12] with a secret start value.

This can be the version number of the software.

4) The identification may be separated into several parts.

13
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3 Essential Software Requirements

Important note: The software requirements and the concept described in this chapter have
meanwhile been considerably changed and should not be applied for MID conformity
assessments; please refer to the FOREWORD of this Guide.

The basis of this guide is the European Measuring Instruments Directive MID [1]. Annex | of thi
directive contains essential requirements that have been interpreted with regard to the software
measuring instruments. The result of this interpretation is the 5 subjects with 11 essential soft
requirements that are listed in Table 3-1. These requirements have a very general scope afid for
real practical use they have to be more detailed. On the other hand there are many diffe.

of application and many possible technical solutions for measuring instruments. To avoi ing
a great number of detailed requirements that only apply to some special technical solutiem$ and
that make no sense or lead to confusion for most of the other applications, a step proach for

a system of tailored software requirements has been chosen.

The first step is shown in this chapter: the derivation of the essential softwa @ guirements from
the requirements of the MID (see Figure 3-1). The next steps are explaineghin‘Ghapters 4 and 5.

O

Step 1

Essential Requirements
MID, Annex |

Essential software Requirements
Table 3-1

Step 3

[
[
Set of specific
software
requirements

Set of specific
Set N software

/’ ; requirements
Setl

Set of specific
software
requirements

Levels (example): Levels (example): Levels (example):
Protection:  middle Protection:  middle Protection:  high
Examination: middle Examination: middle Examination: high
Conformity: low Conformity: middle Conformity:  high

A 4

Relevant annexes of MID

Relevant annexes of MID
for this group of
instruments:
MI-00u, MI-00v, MI-00w

Relevant annexes of MID
for this group of
instruments:
MI-00x, MI-00y, MI-00z

for this group of
instruments:
MI-00r, MI-00s, MI-00t

Step 1: Deriving Essential Software Requirements from the MID.

Step 2: Defining groups of measuring instruments for which the same levels of the three criteria
protection, examination and conformity can be chosen.

Step 3: Interpret the essential software requirements for each group and define sets 1 to N of
specific software requirements taking into consideration the technical features.

Figure 3-1. Derivation of specific software requirements from the MID (see chapters 4 and 5)

14
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Requ.
No

Essential Software Requirements °

Software Design and Structure

Reference to MID
Article / Annex |

inadmissibly influenced via the interface of the device.

Software Protection

ER1.1 | The software of a measuring instrument shall be designed so as to allow [ Al-12
ready evaluation of the conformity of its legally relevant functions to the Article 10
requirements of this guide.

ER1.2 | The legally relevant software shall be designed in such a way that it is not | Al-7.1, Al-7.2,
inadmissibly influenced by other software. Al-7.6, Al-10.2

ER1.3 | The legally relevant software shall be designed in such a way that it is not | Al-7.1, Al-8.1

Software Conformity ’

ER2.1 | Legally relevant programs and data shall be protected against accidental [|Al-7.1, Al-7.2,
or unintentional changes. Al-8.4

ER2.2 | Legally relevant programs and data shall be protected against corruption
or intentional changes by unauthorised persons.

ER2.3 | Only the approved and verified software is allowed to be used for legal
purposes. It shall be clear and unambiguous that a presentation of a .
result is generated by a legally relevant program. 10.2, AI-10.3,

104

ER2.4 | Functional defects that can falsify measurement values in softwar Al-6,
controlled hardware shall be detected as far as possible. Wh MI-001-7.1, MI-
they shall be acted upon. 002-3.1, MI-003-

4.3.1, MI-004-4

software and suitable instructions shall be availalIg.

ER3.1 | The software shall not inadmissibly be modified aﬁprroval. Article 20,
| Annexes A to H1
ER3.2 | For the verification of conformity an identificat @ e legally relevant Al-7.6, Al-8.3

Testability
ER4.1 | The functionality of the instrument/SRallhesdestable. Al-12
Note: Testability means that it is possible to verify the conformity of the
instrument with the require MID and of this guide.
Documentation for Type Approval
ER5.1 | The legally relevant s re, including its hardware and software Al-9.3, Al-12
environment, sh e documented. Article 10
Table 3-1:

se@ are requirements

)

Article 10

Article 20

Al-6

Al-7.1, AlI-7.2, Al-7.6
Al-8.1, Al-8.2, Al-8.3, Al-8.4

Technical Documentation
Unduly fixed markings
Reliability

Suitability

Protection against corruption

ese requirements cover some features of the hardware of the measuring system, too.
Qefere ces to Directive 2004/22/EC (MID); Al = MID Annex |

Al-9.3 Information to be borne by and to accompany the instrument
Al-10.2, AI-10.3, Al-10.4 Indication of result
Al-12 Conformity Evaluation

MI-001-7.1, MI-002-3.1,
MI-003-4.3.1, MI-004-4
Annexes A to H1

Specific Requirements for Utility Meters

Conformity assessment

Note:
is meant.

15
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4 Definition of Levels

It has been the experience in type approval practice that different kinds of measuring instruments
are not treated equally within a country and that the same kind of instrument is treated differently in
different countries without an obvious objective reason. It was tried by the working group to identify
the facts or criteria that lead to the different evaluation of the instruments in type approval. For
these facts or criteria three levels have been defined and the working group will chose and fix (as.a
proposal) one level of each fact for a certain kind of instrument or a certain field of application a
by that will harmonize the type approval.

The facts and criteria that have an impact on the different treatment of instruments in the se
described above are:

e The strength of protection of the software against changes

¢ The intensity of examination of the software at type approval
g‘m’wt and

e The degree of conformity between the software implemented in a verifie
the approved software

In this chapter (4) the levels for these facts and criteria are defined.

The benefit of defining and fixing levels is that now a comprehem&ibl
interpretation of the essential software requirements is possible. T
3-1. In chapter 6 two examples for the interpretation are described i

Besides the described facts and criteria there is anotherq® t that has to be taken into
consideration: the technical features of the measuring system: pending on these features the
essential software requirements have to be interpreted ingi depth and ways. This is the third
step in developing specific software requirements shownWn Figure 3-1. The classification of an
instrument according to its technical features is dis in/Chapter 5, and in chapter 6 an attempt
is made to demonstrate this by two examples.

and well-founded
econd step in Figure

Notes:

a) Steps 2 and 3 are not performed co . This”is future work for specialists in the various
kinds of measuring instruments.

b) Though only levels for two subjects e essential software requirements (chapter 3) are
defined, it turns out that the iater n of essential requirements of the other subjects has to
Vi

be interpreted according togthes els. E.g. for a high level of protection it can be necessary to
interpret the requireme 'Software design and structure" in a way that it is not possible to
realize an open syste

41  Software P &n Level

The software n neans adequate measures against accidental or intentional corruption.
The software C level has an impact on the technical solution and therefore mainly
addresses anUfacturer, ie. the software developer. The definition of the protection levels
gives an ) the questions:

e Ho rong must the protection against misuse of the instrument be?
Which tools used by the intruder can be expected?

@j initions of the protection levels are:
. No particular protection measures against intentional changes are required.

Middle: The software is protected against intentional changes made by using easily-available and
simple common software tools (e.g. text editors).

High: The software is protected against intentional changes made by using sophisticated
software tools (debuggers and hard disc editors, software development tools, etc).

16
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Notes:

a) In the following the definition of different protection levels only applies to protection against
intentional changes. As for unintentional changes no levels are defined and the essential
software requirements are interpreted and the instrument is tested according to the state of the
art.

b) If it is to his advantage, the manufacturer is free to fulfil the requirements of the higher
protection level rather than the assigned one.

c) The customary method of securing/sealing, making an inadmissible intervention evident, is
equivalent to software protection means for the levels middle and high.

4.2  Software Examination Level (Type Examination or Design Examinatiom
al

The software examination level mainly addresses the Notified Body responsible for type
The definition of the examination levels gives an answer to the questions: %

What resources have to be employed for the examination?

Which kind of tests have to be performed? Q
What size of documentation of the instrument is necessary for the INaiion?
What are the consequences for the applicant?

The definitions of the examination levels are:

Low: Standard type approval functional testing of the 4 ent is performed. No extra
software testing is required.

Middle: In addition to the low level, the software is exami on the basis of its documentation.
The documentation includes the descript ofvthe software functions, parameter
description, etc. Practical tests of the so - orted functions (spot checks) may be
carried out to check the plausibility of tation and the effectiveness of protection

measures.
High: In addition to the middle level, an @th test of the software is carried out, usually based

on the source code.
Notes:

a) The level is only addressifig the'depth of the software examination. In any case the metrological
properties of the inst@‘ e evaluated by conducting the normal metrological performance
test.

b) If it is advantage@us, anufacturer and notified body can agree on a higher examination
level rather t h&yassigned one.

4.3 Degre are Conformity

The degr ftware conformity and the capability of the software of being checked at

verification a importance for all parties involved, i.e. for the manufacturer, the Notified Body

respansiblgyfor type approval and the appropriate authorities.

Iti problem of industrial production of measuring systems subject to legal control to keep the

nds arise in the course of time to correct or improve the product or fit it to given facts. On the

hand an approval is based on the precondition that properties remain constant. The following
definition of three levels for the conformity of specimen and pattern tries to cover this spectrum.
Conformity in this sense comprises the aspects:

e Which modifications are allowed after type approval or design examination without
additional approval?

e Which modifications have to be announced to the notified body or design examiner by the
applicant?

e How can the conformity be checked?

and approved features of the product unchanged during its lifecycle. On the one hand
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e |Is
The def

Low:

Middle:

High:

Note:

it necessary to deposit the approved version of the software?
initions of the conformity levels are:

The functionality of the software implemented for each individual instrument is in
conformity with the documentation approved.

In addition to the conformity level “low”, depending on the technical features, parts of the
software shall be defined as fixed at type approval, i.e. unalterable without NB approval.
The fixed part shall be identical in every individual instrument.

The software implemented in the individual instruments is completely identical to
approved one.

If it is to his advantage, the manufacturer is free to fulfil the requirements of th
conformity level rather than the assigned one.

18
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5 Technical Features of Measuring Instruments and Systems

This guide is intended to be applicable to all kinds of measuring instruments. As for the
requirements in chapter 3 this is true because of their common definition. In practice more detailed
requirements are necessary and the essential software requirements need further interpretation
depending on the hardware and software configuration of the measuring instrument or system to
be type approved.

In chapter 4, levels for three criteria have been defined that have to or will be fixed. Unlike thig
not necessary to define and conclude levels for the technical features as they can be obsepied &
classified objectively. In the following a system of several "cases" is proposed for class @
hardware configuration and the software features assigned by the manufacturer. The\a
"cases" are referred to in chapter 6 where sets of specific requirements are forn@ (see also

third step in Figure 3-1). Only two sets are shown in section 6.1 and 6.2 but these her typical
ones and can serve as examples for further requirement sets.

Note: Some technical features described below may not be acceptabl certain measuring
instruments or legal fields of application, respectively. Acceptable fe illbe selected later in
appendices specific for the various measuring instruments (to bg blished later). Here the all
relevant sets of specific requirements will be contained.

% ossible. However, in practice
smaller. Most of the simple

gpe only a small number of sets

Note: Theoretically a great number of sets of specific requireme
the number of really different technical configurations
configurations (see 6.1) are very similar to each othe
of specific requirements is needed.

5.1 Hardware Configuration

The variability of the hardware of measuring s is represented by 5 basic configuration
models, cases (a) to (e), see Figure 5-1. khe mo s or devices shown in this figure can be
realized as built-for-purpose devices - cases (a) to (d) - or as non-built-for-purpose
devices - normally case (e) - the be personal computers, workstations or even
mainframes.
5.2 User Interface (Shell)
The user shell consists of dia (e.g. keyboard, mouse) and output media (e.g. display,
video monitor or printer)
() User shell alw ' erating mode subject to legal control.
() User she itched from operating mode subject to control to operating mode not
subject to t d vice versa.
(The for instance, stop the measuring program, start a text processor and then

star eadsuring program again.)
(h) Fr ser-shell with operating modes subject to control and operating modes not subject to
controlin parallel.
(There is, for instance, one window in a windows operating system that represents the user
erface subject to control.)

Q Software Loading
() No loading possible, programs are invariable (firmware, usually stored in a non-volatile
()

memory, e.g. in a non-detachable, soldered EPROM).

The manufacturer fixes all of the programs subject to control and all of those not subject to
control that are loadable. Loading can be realized by changeable storages (CD-ROM, etc) or
by downloading via interface from a server (to hard disc drive, Flash ROM, EEPROM etc).
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(k)

5.4
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(m)

5.5
(o)
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5.6
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5.7

(s)
(t)

5.8

5.8.1

(u)
(v)

5.8.2

(w)
)

5.8.3

v)
(2)

Any program can be loaded. Loading can be realized by changeable storages (floppy disc,
CD-ROM etc) or by downloading via interface from a server (to hard disc drive, Flash ROM,
EEPROM etc).

Software Structure

The software is subject to legal control as a whole and is not intended to be modified after
approval.

Parts of the software are subject to legal control. Other parts that are not legally relevant a\

intended to be modified after approval.
See Figure 2-1 and Figure 2-2. OQ

Software Environment
The software environment is invariable. The whole of the instrument's s has been

constructed for the measuring purpose.
The software subject to control is embedded into an environment Iike@dard operating

system that is not especially constructed for the measuring purposg

Fault Detection

The presence of a defect is obvious or can simply be ch ere are hardware means
for fault detection.

The presence of a defect is not obvious and cal &i ily and simply checked using
devices apart from the instrument itself and ther@ rdware means for fault detection.
Long-term Storage of Measurement

No long-term data storage of measurement in the system.
Measurement values are stored in t tem fomlater legal use.

Measuring principle c |

Time Dependence

Cumulative measure .g. Counter, fuel dispenser)
Single independe %e ent

n
Repeatability iﬂ
Repeat Ier ent

Non-repeatal ‘ asurement

Com

Sj stgaightforward, or static measurement
C lex or dynamic measurement
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Modules or devices subject to legal
control

WELMEC 7.1, Issue 2
Modules or devices NOT
subject to legal control

(a) Stand-alone device, subject to legal control,

no interface.
/_ No Interface

Device, stand-alone
Instrument

(b) Device subject to legal control with the option
of connecting a device not subject to control.

L~

Protective
Interface

Device

Device

(c) Modular system, all modules subject to legal
control, closed communication bus system.

Device,
Module

T

Device,
Module

Device,
Module

k k

Closed Com-

munication Bus

System
T Te—
(d) Modular system, some modules under legal
control, closed communication'b stem.
| Protective
Device, Interface Device,
Module Module Closed Com- Module
1 munication Bus
System )
..... ( e)Mod a sw , some modules not under legal
cb, en communication bus system.
4 )
Device, Device, Device,-{— | Protective Device,
Module Module Mod Interface Module
OV T__T T )
\ Open Com- 7/ S| Network
munication Bus
System
Figure 5-1: Example of possible hardware configurations of microprocessor-controlled or PC-

based measuring instruments and systems
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6 Interpretation of the Essential Software Requirements for Selected
Measuring Instruments and Systems

The concept of the draft is a stepwise approach: After applying the levels of protection,
examination and conformity to the kinds of measuring instruments and their fields of application
(see chapter 4), for each field of application and measuring instrument sets of specific
requirements have to be defined that take into consideration the various technical properties of
instruments. At each examination the right set of specific requirements has to be chosen by t
examiner depending on the technical features of the instrument that is to be examined.

To illustrate what is meant by the interpretation of the Essential Software Requirements ( 3,
abbreviated ER), two examples of technical realizations of measuring systems are discusg€diin
following. This is not a substitute for a complete set of specific annexes for each kind of ing
instrument that have to be published later. However, it is intended by the choice of these eXafiples
to already cover a big part of the spectrum of possible technical solutions. %

t and 5, i.e.

In this section the software of the example systems is classified according to

the technical impacts and the non-technical conditions for the interpret the essential
software requirements are demonstrated (software classification). it non-technical
conditions the levels of protection, examination and conformity are mean%d.l to 4.3).

The examples are Q
A) a simple measuring stand-alone instrument, realized for-purpose device
with all components within a housing and
B) a complex PC-based measuring system with var&c onents connected by a
network.

Note: Up to now the kinds of measuring instrumen
assigned to certain levels of the non-techni itions (protection level, examination level,
level of conformity). Therefore all levels are di in the following even if the interpretation of

a certain general requirement under some conditigns is only hypothetical. By doing so it will be
easier to define the levels for each kin@trume and field of application.

6.1 Example A: Simple Stand-Along Measuring Instrument

In principle this example stap€s broad variety of instruments used for commercial
transactions like fueling points,taximeters etc.

theil fields of application have not been

6.1.1 Description of th€ IR§irument
Let the simple stand easuring instrument be a built-for-purpose device. The instrument is

characterized by’'th ing general technical features (Figure 6-1):

e Closed housi mponents of the instrument are within the housing; sealing possible.

e The inst consists of a sensor (transducer, including analogue electronics), further
analogue onents (e.g. A/D converter), a microprocessor board and an LC display.

e The deviee has a hardware interface that is intended for connecting a peripheral device not
ject to legal control.

e’ software is stored in a non-volatile memory (non-detachable Flash ROM, EEPROM,
ROM or PROM).

e The entire software is not intended to be changed after type approval. There is no software
separation of legally relevant program parts and other parts realized.

e Fault detection: checksum calculation over the memory contents.
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Stand-alone,
built-for-purpose device

Analogue Micro- LCD

circuits controller HHHH

Interface

AN
)

Figure 6-1: Example A - Simple Stand-Alone Measuring w%

6.1.2 Legal Classification 6

Normally the legal classification would follow Table A-1 in Anne levels have not yet been
selected, in the following interpretations all levels for "protecti ination and conformity" are

taken into consideration.

Note:

<
o)

B\

To make the interpretations and comments comparable to example B (see 6.2) the
following cases have been selected according to the proposal for the category of
"Measuring Instruments used for Commercial Transactions" (see Table A-1):

Software protection level: middle
Software examination level: middle
Degree of software conformity: low

These levels and the resulting interpretations are marked with grey background in
section 6.1.4 like this note

NS
%
N
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6.1.3 Technical Classification
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According to chapter 5 the instrument can be classified as follows:

Feature Case Explanation

Hardware Configuration b Device subject to legal control with the option of connecting a
device not subject to control.

User Interface (Shell) f The user shell is always in operating mode subject to
control.

Software loading [ No loading possible, programs are invariable (ifmware,
usually stored in non-volatile memory).

Software structure I The entire software is subject to legal ¢
intended to be modified after type

Software environment o] The software environment is i . The whole of the
instrument's software has bee ned for the measuring
purpose.

Fault detection r The presence of a dg obvious and cannot be easily
and simply checked @ devices apart from the instrument
itself and there are ardware means for fault detection.

Long-term storage of S No long-ter @ ge of measurement values in the system

Measurement values intended.

Measuring principle vV, W,y

In the following sections the ca

a

Singl@endent, repeatable, simple and static
O

imply abbreviated by, for instance, (b).

6.1.4 Interpretatio &Essential Software Requirements

ER1.1: The s of/ a measuring instrument shall be designed so as to allow ready
evaluatio conformity to the requirements of this guide.

In this ex a simple stand-alone instrument, the manufacturer of the software does not
intend t he software after type approval (I)' . In this case the design or structure of the
software ether separated or not) is not important for the objectives of the type examination. The
E needs no further interpretation.

ts on examination level:

@ As the design and structure of the software of this example system is not relevant for the
examinations discussed in the following, there is no need to examine it in any level.

%

! ) The entire software is subject to legal control and is not intended to be modified after type approval.
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ER1.2:

The legally relevant software shall be designed in such a way that it is not inadmissibly
influenced by other software.

This requirement is met independently of the software structure, because no other software exists
besides the legally relevant software in the instrument (I, 0)° and the software cannot be loaded (i)".

additional software examination concerning the structure of the software is necessary even if

Comment on examination level:
As no other software exists besides the legally relevant software, it is supposed that the normal
metrological examination tests of the instrument are sufficient to judge the software and no \

levels middle or high are stipulated.

Comment on conformity level:

The software structure has an impact on the reliability of the conformity during the Iifecyc’
the software. For the simple configuration of this example (i, I, 0), ER1.2 needs no furthé
interpretation. However, ER3.1 must be taken into consideration.

ER1.3: The legally relevant software shall be designed in such a way thatsi @inadmissibly

influenced via the interfaces of the device.

In this example the device has an interface (b)°, and any device no legal control may be
connected. If it can be proven that the interface is protective, it dogs d to be sealed.

Comments on protection level:

Low:

The interface doesn't need to be sealed, even if it is &en be protective.

Comments on examination level:

Low: The manufacturer declares that the interface ratective, i.e. that neither the measurement
values nor the functions of the instrument be influenced by commands or data
transmitted to the instrument via the interface.\No special test of the interface software is
performed in this case. P

Middle: The manufacturer supplies a complete description of commands and parameters received
via the protective interface, including a declaration of completeness of this description.

It has to be verified in the examination, on the basis of this documentation, that all the data
received via the interface do not inadmissibly influence the measuring instrument.

High: It has to be verifi t \)asis of the source code that all the data received via the
interface do not i ibly influence the measuring instrument.

ER2.1: Legall e@(ograms and data shall be protected against accidental or unintentional
chan .

There ar ons for inadmissible changes: physical effects and false handling by the user. If

this instriment¥is’tested according to the regulations in question (EMC, temperature, humidity etc),

accidental nges of data or programs need not be taken into consideration. As for false handling
by 4€he user, in this example the user interface is always in an operating mode subject to legal

and the software subject to control is isolated (f, I, 0)' . Unintentional changes could only

n by inadmissible properties of the software subject to control (e.g. it must not be possible to

chafge device specific parameters unintentionally).

Comments on protection level:

%)
)

>h O
N—

~—

The software environment is invariable. The whole of the instrument's software has been designed for
the measuring purpose.

No loading possible, programs are invariable (firmware, usually stored in non-volatile memory).
Device subject to legal control with the option of connecting a device not subject to control.
The user shell is always in operating mode subject to legal control.
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Protection level in the sense used here refers to intentional manipulations (see ER2.2).
Comments on examination level:
Low: The handling of the instrument has to be tested practically with help of the operating manual.

Middle: The correctness and consistency of the instrument's handling is analysed on the basis of the
documentation (operating manual and special software documentation) in addition to the
practical tests.

High: The source code of the software has to be tested to check whether malfunctions because of
false handling are possible additionally to the tests mentioned above.

ER2.2: Legally relevant programs and data shall be protected against corruption or int
changes by unauthorized persons.

As the user interface is always in an operating mode subject to legal control the software
subject to control is isolated (f, I, 0), intentional changes could only happen dmissible
properties of the software itself (e.g. it must not be possible for the user to ¢ ce specific
parameters). @

Comments on protection level: 6
Low: No special protection measures against corruption are required.

‘Middle/high: Either the housing of the instrument has to be secured, or the program and data‘
memory must be secured against unauthorized removal.

Comments on examination level: Y
Low: All operations have to be practically tested on the@ op€rating manual: no data and

no program must be changeable via the user interface.
A

Middle: In addition to the test mentioned above, all protection measures mentioned in the
documentation have to be tested practically to check whether they function as documented.

check whether only the defined se rations is possible and all other handlings are

High: In addition to the tests mentioned ab e smre of the user shell has to be analysed to
blocked by the software.

ER2.3: Only the approved and yerifieg software is allowed to be used for legal purposes. It shall

be clear and unamhj that a presentation of a result is generated by a legally
relevant program. @

The instrument in this m a built-for-purpose device that has restrictive technical features
(f, i, 1, 0). It is techni possible to change the operating mode. Therefore the presentation of
measurement other functions can be easily marked unambiguously as legally relevant
by seals, verificatign s or imprints.

Comments o@tf on level:
| Middle/high: ~ Program and data memory must be protected against unauthorized removal. |

Com31ent conformity level:

Low: The manufacturer is allowed to correct the program code without changing the legal
software identification. As far as legally relevant software parts are concerned, the Notified
Body must, however, be informed in any case. At verification the appropriate authority or a
responsible person checks by the legal software identification that the software implemented
in the instrument is in conformity with the approved software.

Middle: As the instrument performs simple, straightforward measurements, the same as for level low
applies.

High: The manufacturer implements exactly the same software in each individual instrument
without any modification. At verification the appropriate authority or a responsible person
checks by the legal software identification (signature) that the software of the instrument is
identical with the approved software.
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The user can rely on the verification mark that the presentation of the measurement values
is generated by the approved program.

ER2.4: Functional defects that can falsify measurement values in software controlled hardware
shall be detected and acted upon.

In the example some kinds of functional defects are detected and the software realizes the
appropriate reaction (r)" .

Comments on examination level:

Low: The instrument is tested practically with the help of the operating manual. As functional
defects happen rather seldomly, the failure detection mechanism normally isn't tested.

Middle: The failure detection mechanism described in the documentation is checked by simulating
suitable failures.

High: The failure detection mechanism is tested as in case middle. Additionally, othe s are
simulated and the reaction of the instrument is judged.

ER3.1: The software shall not inadmissibly be modified after type approval® @
What kind of modifications are admissible depends on the level of the requb

Comments on conformity levels:

ity level:

N
Low: The implemented software of each individual instrument is in conformity with the approved

documentation. Regardless of minor corrections of the source code the functionality remains
identical to the technical documentation:

o

Modifications of the software are allowed as long as the documented functions and
characteristics of the approved instrument remain unchanged. The NB must, however, be
informed. Changes of documented functions and characteristics require additional
approval by the NB and a new legal software identification.

At verification the conformity with the approved software is checked by a legal software
identification that is mentioned in the type approval certificate.

The approved software documentation is kept at the NB. Additionally the complete
program code (executable code) of the measuring instrument may exceptionally be

deposited. -

Middle: For a built-for-purpo \With a simple, straightforward measurement principle (y) and
where the entire sgof i§ subject to control as in this example (f, i, |, 0), the same as for
level low applies

High: The entige s each individual instrument is identical to the approved software:

° Bec thelidentity, modifications of any part of the software automatically lead to a
new legal software identification. The NB gives an additional approval in this case.
ification the conformity with the approved software is checked by a legal software
tifi¢ation (signature) that is mentioned in the type approval certificate.

[e]
i

° Wl he approved software documentation and the complete program code (executable
de) of the measuring instrument are kept at the NB.

o)

' ) The presence of a defect is not obvious and cannot be easily and simply checked using devices apart
from the instrument itself and there are no hardware means for fault detection.
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ER3.2: For the verification of conformity an identification of the legally relevant software and
suitable instructions shall be available.

It depends on the level of the required conformity level how the conformity of the individual instrument is
checked:

Comments on conformity levels:

Low: The implemented software of each individual instrument is in conformity with the approved
documentation. Regardless of minor corrections of the source code the functionality remains
identical to the technical documentation:

° At verification the conformity with the approved software is checked by a legal software
identification that is mentioned in the type approval certificate. The legal software
identification may be displayed either on demand or automatically on start up or

cyclically).
Middle: For a built-for-purpose device with a simple, straightforward measurement prin ) and
where the entire software is subject to control as in this example (f, i, I, 0), the elas for

° At verification the conformity with the approved software is chec legal software

level low applies.
High: The entire software of each individual instrument is identical to the app are:
identification (signature) that is mentioned in the type approva@%.

ER4.1: The functionality of the instrument shall be testable.

As for the metrological parts of the software, this requirementiis ecause the normal metrological
performance test of the complete instrument and of its function§yis sib

Comments on examination level:

Low: Only the metrological parts of the instrum ware are tested by the normal practical
examination test. Other features of the so at are not covered by these tests don't
need to be made testable by the m acturerlt is sufficient that he declares that these
untested features conform with th irements (protectiveness of an interface, failure

detection and reaction etc.). ”~

Middle: In addition to the normal type examination tests (see "Low") the software is examined on the
basis of a description of the software functions supplied by the manufacturer. It is verified by
practical tests whether the documented functions are complete and consistent.

High: The source code hag prlied. The metrological performance test is still not obsolete
stive) Ho

because it is ver wever, parts of the software can be tested either "manually”
(well-known meth@ds: code inspection, walk-through etc.) or by the aid of software analyzing

tools. Typic es for such practical tests are the protectiveness of interfaces, the
separaﬁ tWare into parts etc.
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ER5.1: The legally relevant software including its hardware and software environment shall be
suitably documented.

For a built-for-purpose device with the entire software subject to control as in this example (f, i, |,
0), at least the following documentation has to be supplied by the manufacturer:

Comments on examination level:

Low: The operating manual and a technical documentation are supplied by the manufacturer. No
additional special software documentation is required. The documentation should contain
the manufacturer's declarations about some features of the instrument that are not tested
(e.g. that an interface is constructed to be protective) and the legal software identification.

Middle: In addition to the documentation of level low, the special software documentation shallb
comprise:

o

detailed description of all legally relevant software functions, legally relevant parameters
that determine the functionality of the instrument

description of the measuring algorithms (e.g. price calculation and rounding algorithms)
legal software identification

complete description of commands and parameters via the protective interface, including
a declaration of completeness of this description

o

reference to the requirements of this guide

o

operating manual

High: In addition to the documentation of level "middle",
supplied by the manufacturer together with some aux

o

h o&ode (as a file) has to be
cumentation like :

asst-Shneidermann diagram)

o

o

<
)
&

o)
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6.2 Example B: PC-based, Modular Complex Measuring System

The measuring system described in this example can for instance be found in applications like
automatic rail-weighbridges, dimensional measuring instruments often in combination with
weighing systems, point of sale (POS) systems, etc.

6.2.1 Description of the System
Let the complete measuring system consist of several components (modules) connected by a
open network. The system can be characterized by the following features (Figure 6-2):

e "Sensor modules" consist of sensor, analogue electronics, A/D converter, microcontrolle d
digital interface to the network but do not have an indication.

e There is a "central device" realized by a personal computer. Its monitor is used as in for
the final measurement values and for stored values.

e Each sensor module transmits measurement values to the central devi@i receives
commands from it via the network.

e The central device realizes a data storage for legal purposes.

e The central device has a windows operating system.

e The legally relevant functions of the central device are realized b %\ m that is loaded from
the hard disk drive of the computer. It is compiled to a so called.libgary’”

)

€ measuring process is dynamic and
or dimensional measuring and static

easurement values from the
legal use and exports them to

e The legally relevant software in the central device receiye
sensor modules, displays them in a window, stores the
other programs not subject to legal control.

¢ The measured goods cannot be measured statical
complex. (Applies e.g. to automatic rail-weig
weighing the process is simple and static)

In the following only the central device is consideredfl he sensor modules can be treated similarly
to the measuring instrument discussed in eA.

G
S
)
@
<
J

8) Note: A (dynamic) software library is a collection of subroutines (or classes in an object oriented
language) that can be used by any program (application). The library can be produced separately
from the application software. The internal structure of the library is hidden from the programmer
of the application.
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Sensor Module 1 Personal Computer Monitor
Analogue .
circuits Parts of a Display
Interface Personal
Micro- |_ Computer T2 K II
controller L
l I
Sensor Module 2 |
Analogue :l— I
circuits | Keyboard
Interface
Micro- |—
Mouse
controller L I
to be regarded in
example B
Figure 6-2: Example B: PC-based, Modular pleéXMeasuring System

6.2.2 Legal Classification

Normally the legal classification would foll
selected, in the following interpretatighs o
are taken into consideration.

A

Note: As example B is a rather complex system, a lot of interpretations of the general
requirements are necessary. To make the interpretations and comments more
comprehensible, the following cases have been selected according to the proposal for the
category of "Measuring Instruments used for Commercial Transactions" (see Table A-1):

middle
middle
Degree of software conformity: low

le A-1in Annex 1. As the levels have not yet been
evels for "protection, examination and conformity"

Software protection level:

Software examination level:

These levels and the resulting interpretations are marked with grey background in section
6.2.4 like this note. They are in line with the requirements of the WELMEC guide 2.3 that is
already applied to weighing instruments.

Q If the stipulated conformity level or protection level is "high", the technical solution of this example
will not be suitable to meet these levels for some requirements (ER1.1, ER1.2, ER2.3 etc.).
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6.2.3 Technical Classification

The classification according to chapter 5 here only applies to the central device (personal
computer) in the example.

Feature Case Explanation

Hardware configuration e |Modular System, some modules not under legal control, ope
communication bus system.

User interface (shell) h | Free user shell with operating modes subject to control a
operating modes not subject to control in parallel.

Software loading k |[Any program can be loaded. Loading can be realized
changeable storages (floppy disc, CD-ROM etc).or by
downloading via interface from a server (to h [
Flash ROM, EEPROM etc).

Software structure m | Parts of the software are subject to legal . Other parts
modified after

approval

Software environment p | The software subject to control
environment like a standar
especially constructed f

@ edded into an

atig system that is not
suring purpose.

Fault detection r |The presence ofad
and simply checked us

notgbvious and cannot be easily
vices apart from the instrument

itself and there rdware means for fault detection.
Long-term storage of t | Measuremen are stored in the system for later legal
measurement values use.
Measuring principle Vv, X, z | Single peatable, complex measurement
In the following sections the case ' abbreviated by, for instance, (k).

6.2.4 Interpretation o@ntial Software Requirements

The interpretation h pplies to the central device (personal computer) in the example.

ER1.1: The s off a measuring instrument shall be designed so as to allow ready

f ItS conformity to the requirements of this guide.
In this ex manufacturer intends to change parts of the software that are not under legal
control pproval (m). Therefore it is necessary to separate the software into two parts (as

is sound ramming praxis today): One part shall contain all program modules that perform

s that are allowed to be changed, form the other part(s).

ments on examination level (ER1.1):

Low: The design and structure of the software cannot be tested by the normal metrological
examination tests. The manufacturer declares (without supplying substantiating
documentation) all required properties of the software being implemented correctly (e.g.
software separation, protectiveness of software interface, intended modifications only in the
legally non-relevant part). No examination verifying this declaration is performed.

Middle: The design and structure of the software (software separation, software interfaces etc.) are
examined on the basis of a description of the software functions supplied by the
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manufacturer. It is verified whether the documentation contains all functions to form the
measuring instrument and whether these are defined correctly and consistently.

High: The design and structure of the software (software separation, software interfaces etc.) are
examined using the source code in addition to the steps of level middle.

Comments on conformity level (ER1.1):

Low: The manufacturer declares that the implemented software of each individual instrument is,
and will be, in conformity with the approved documentation: The separation of the legally
relevant software parts from other parts will be preserved for all versions of the legally non-
relevant part of the software to be realized in the future.

The manufacturer shall inform the NB about modifications concerning the separation of the
software.

The approved software documentation is kept at the NB. Additionally the complete program
code (executable code) of the measuring instrument may exceptionally be deposited.

Middle: The manufacturer shall keep the software part subject to legal contr 'Mo the
approved one.
Modifications of the part not subject to legal control are allowed witholit 4 ing the NB as
long as the software separation is observed. The manufacturer geelar at the software
separation will be preserved for all versions of the legally no nt part and he shall

inform the NB about modifications concerning the separatio

High:

ER1.2: The legally relevant software shall esigned, in such a way that it is not inadmissibly
influenced by other software.

In order to realize data flow between oftware parts and not to violate the separation (see
ER1.1), a protective software inte be realized between the legally relevant software part
and the software not subject to tr Is interface comprises

° the interaction betwee tware parts (e.g. subroutine calls) and

° the data flow betwee rts.

In this example the software ect to control is compiled into a library and programs not subject
to control can call certai nctions of this library to get data or to control some functions (object
oriented style). re interface is realized by the parameters of the called subroutines.

The legally rele are part shall be designed in a way that the legally relevant functions,
parameters are also not influenced by the software environment. As loading of software
is not restm hnically on a personal computer as in this example, the "software environment”
am that is running in parallel. In this example the multitasking operating system
(p)ﬁsig d for protecting the functions of the relevant software against inadmissible influences

by software environment.

s must be taken to prevent the protective software interface from being circumvented

by the user (see comments on protection level and ER2.2) or by the programmer of the

are not subject to legal control (see comments on conformity level). Additional preventions
may be necessary to protect the presentation of the measurement values (see ER2.3).
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Comments on protection level (ER1.2):

Low: No protection against circumvention of the software interface or influences from the software
environment required.

|Middle: See ER2.2. |

High: Under the stipulated technical and legal conditions, the technical solution of this example is
not suitable to realize a high protection level against tampering!

Comments on examination level (ER1.2):

Low: The design and structure of the software cannot be tested by the normal metrological
examination tests. The manufacturer declares (without supplying substanti
documentation) that all required properties of the software are implemented correctly
software separation, protectiveness of software interface, intended modifications only in

legally non-relevant part). No examination verifying this declaration is performed

Middle: The software interface is examined on the basis of the software documentation supplied by
the manufacturer. It is verified

° whether the software interface is protective i.e. that all documented commands and data
input via the interface variables to the legally relevant software part do not inadmissibly
influence it and whether the manufacturer has declared that no other commands than the
documented ones are accepted

° whether measures are taken that the software interface isn't likely to be circumvented
(compilation of the legally relevant software into a library with an appropriate
documentation for the application programmer would fulfil this)

° whether the operating system is able to protect the legally relevant software from
influences of the software environment (a multitasking operating system would fulfil this,
however, see ER2.2)

High: Additionally to the steps of level middle, tthare interfaces are examined using the
source code.

Comments on conformity level (ER1.2 0
P4

Low: The manufacturer declares that the software interface between the software of each
individual instrument is protective.

The manufacturer supplies a documentation of the software interface for the application
programmer. Besides a description of the usage of the interface, this documentation
contains the restrictions the programmer has to observe in order to guarantee that the
interface is not circumvented.

The manufacturer shall inform the NB about modifications concerning the software interface
between the software parts.

The approved documentation of the software interface is kept at the NB. Additionally the
complete program code (executable code) of the measuring instrument may exceptionally be
deposited.

Middle: The manufacturer shall keep the software that realizes the protective interface identical to
O the approved one.

The manufacturer produces a documentation of the software interface for the application
programmer. Besides a description of the usage of the interface this documentation contains
the restrictions the programmer has to observe in order to guarantee that the interface is not
circumvented.

Modifications of the part not subject to legal control are allowed without informing the NB as
long as the protective software interface is not circumvented. The manufacturer shall inform
the NB about modifications concerning the software interface.

The approved software documentation and the complete program code (executable code) of
the measuring instrument are kept at the NB.
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High: It is not admissible that the software is modified at all. The design and structure described in
the example is not admissible if conformity level high is stipulated!

ER1.3: The legally relevant software shall be designed in such a way that it is not inadmissibly
influenced via the interfaces of the device.

The measuring system in the example consists of several sensor modules that are connected to a
central device by an open bus. Data exchange between the sensor modules and the central devige
via the bus is necessary in order to get the final measurement result. There are three possib
reasons for inadmissible influences to the measurement result:

1. the software in the central device could have inadmissible features that could be activa
and controlled by inputs via the network interface,

2. the data received by the central device could have been influenced or corrupted
way from the sensor modules via the network,

3. the data received by the central device from the network could have been ed by a
sender other than a verified sensor module.

As for no. 2 data transmission is addressed (see ER2.2). As for no. 3 tam g of the system is
addressed (see ER2.2). No. 1 deals with the properties of the software ols the interface
of the device. To fulfil the ER1.3 in this sense the interface must b ctive; see the following
comments. 6

Comments on protection level (ER1.3):

Low: No protection against tampering of transmitted data gor cing the legally relevant
software via the network interface is required. a

Middle/high:  If the software controlling the interface only lets pass commands that cannot
inadmissibly influence the legally relevant functions and data of the software, no tampering
via the interface is possible; it is protective. If the programmer realizes the interface software
in this way, the technical solution of this example is suitable to guarantee level middle and
high of protection against tampering.

As for protection of data in an open network see ER2.2.

Comments on examination level ( g

Low: It cannot be tested by the,normal metrological examination tests whether interfaces are

protective. The man ergeclares (without supplying substantiating documentation) that
no command cz;t eived via the interface that inadmissibly influences legally relevant
th

functions or dat are. No examination verifying this declaration is performed.

Middle: The interface gexamined on the basis of the software documentation that

° defines and documents the functions that can be controlled via the interface,
defines and documents the parameters that can be set or changed via the interface.
° specifies the functions controlled and parameters set that are legally relevant.

o

It is examined whether the interface is protective i.e. that all documented commands and
data input via the interface to the device do not inadmissibly influence its functions and data,
and whether the manufacturer has declared that no other commands than the documented
ones are accepted.

\ Additionally to the steps of level middle, the software that controls the interface is examined
using the source code.

Comments on conformity level (ER1.3):

Low: The manufacturer declares that no command can be received via the interface that
inadmissibly influences legally relevant functions or data of the software.
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Middle/high:  The manufacturer shall keep the software that controls the protective interface
identical to the approved one. He has to inform the NB about modifications concerning the
software controlling the interface.

ER2.1: Legally relevant programs and data shall be protected against accidental or unintentional
changes.

The following effects could lead to accidental or unintentional changes in the example system:
° physical (electro magnetic, temperature, humidty etc.) effects within the device
° electro magnetic effects in the transmission channel
° software crashes, viruses
° unintentional loading, editing and storing of the program file with a text editor Q
° inadmissible properties of the software subject to control (e.g. it must not be pos
change device specific parameters unintentionally)

Comments on protection level (ER2.1):
Protection level in the sense used here refers to intentional manipulations (

Comments on examination level (ER2.1):

Stion) that measures
In the transmission
this declaration is

Low: The manufacturer declares (without supplying substantiating docuime
are taken to detect accidental changes (within the devices as @ >
channel) and to suitably react to them. No examinatio Slifying
performed.

As for unintentional changes the handling of the user I tically tested with the help
of the operating manual.

Certificates of tests according to the regulationsSig question (EMC, temperature, humidity
etc.) are required.

Middle: The measures for detecting changes of data and programs are examined on the basis of the
software documentation supplied by the manufacturer. It is verified whether

° a self checking algorithm is described (In this example: the program checks its integrity
automatically e.g. by calculating a checksum over the executable code, comparing it with
a nominal value and stopping if the code has been modified.)

° the transmission protocol enables the receiving program to detect accidental changes in
the data set transmitted by the sensor modules to the central device (If a protection
against intentional changes is realized, this requirement ER2.1 concerning accidental or
unintentional changes is covered, t00.)

° the handling of the user shell has to be documented completely by the manufacturer

As for unintentional changes the handling of the user shell is practically tested with the help
of the operating manual.

Certificates of tests according to the regulations in question (EMC, temperature, humidity
etc.) are required.
-

High: Nonally to the steps of level middle, the software that realizes the data transmission and
the

& er shell is examined using the source code.
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ER2.2: Legally relevant programs and data shall be protected against corruption or intentional
changes by unauthorized persons.

Protection of program code (ER2.2)
The central device has an open user shell (h) and tools like editors can be loaded.

Comments on protection level (ER2.2, program code):

Low: No protection measures against tampering are required.

Middle: The legally relevant program must be protected against intentional changes with simple
common software tools (text editors). In this example the program checks its integrity
automatically e.g. by calculating a checksum over the executable code, comparing it with a
nominal value, and stopping if the code has been modified. It is supposed to be difficult

enough for an intruder to modify the program code, find the checksum in the code, calculate
a new one for the modified code and replace the old one only by aid of a text editor.

3@ iMspecial
sophisticated software tools (debuggers and hard disc editors, software oﬁ g tools) i.e.
protection level according to the state of the art in data securityfli .g- [ i

transactions.
The technical solution of this example would not be suitable this protection level.
Additional hardware units in the personal computer of the ce d e would be necessary

to stop debugging (tracing) and to guarantee the integrj > |egally relevant program
code.

Comments on examination level (ER2.2, program code):

Low: The manufacturer declares (without supplying sub iating documentation) that measures
are taken to detect intentional changes a Q uitably react on them. No examination
verifying this declaration is performed.

The handling of the user shell is pracﬁ tested
. - A -

Middle: The measures for detecting changes of the legally relevant program are examined on the

basis of the software documentation supplied by the manufacturer. It is verified whether

It is not possible to influence the running program by the aid of a text editor.

High: The legally relevant software must be protected against intentional chal

ith the help of the operating manual.

° a self checking algorithm is described (In this example: the program checks its integrity
automatically e.g. by calculating a checksum over the executable code, comparing it with
a nominal value, and stopping if the code has been modified.)

The software is practically tested. Especially the detection of code modifications is tested
with help of a text editor.

High: Additionally taps of level middle, the software that realizes the detection of intentional
change e user shell is examined using the source code.

Protecti @ specific parameters (ER2.2)

Type specific parameters are normally part of the program code. In this case all comments on the
"Protection Of program code" (see above) apply. If type specific parameters are stored separately
e program code the comments on "Protection of device specific parameters" (see below)

Protection of device specific parameters (ER2.2)

There is one difference between type and device specific parameters: in contrast to the constant
type specific data there must be a possibility for adjusting the device specific data before legal
verification. Adjusting must not be possible for the user and other unauthorized persons after legal
verification. ER2.2 therefore has to be interpreted slightly differently from the interpretation
concerning the program code, type specific parameters within the program code etc.
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Comments on protection level (ER2.2, device specific parameters):
Low: No protection measures against tampering are required.

Middle/high:  Though for this level a text editor is supposed to be the only tool for tampering too, this
is not enough because of the possibility of adjusting device specific parameters. It is
necessary to seal the adjusting equipment mechanically or by electronic sealing (definition
according WG2, to be added). It is technically not possible to realize this in a standard

personal computer like in this example.
In this example all device specific parameters are stored in the sensor modules where they \

can easily be secured (similar to example A, 6.1).

Comments on examination level (ER2.2, device specific parameters):

Low: The manufacturer declares (without supplying substantiating documentation) tha devic
specific parameters are stored within the central device of this example. No Examination

verifying this declaration is performed.
The software is practically tested with the help of the operating manual @k how the
device specific parameters are set and whether securing is possible.

Middle: The manufacturer documents all device specific parameters. He describes where they are
stored and how they can be secured.

In the examination it is verified on the basis of the documentation that these parameters
cannot be adjusted or changed by the user or other unauthorized persons.

The user shell is practically tested. Especially the way device specific parameters are set
has to be checked.

High: Additionally to the steps of level middle, the Mexamined using the source code.
Especially those parts that are responsibl ring the device specific parameters are
examined. This software part must be blocke y hardware means.

Protection against circumventing a seftWarelinterface (ER2.2)

In this example a protective software nterface is realized. Circumventing the interface by the user
enables him to influence functiofis legally relevant software part or to change or modify
variables or parameters that are agt alfowed to be set. See the items above concerning protection
of program code, data and S.

Protection of tran ta (ER2.2)
In this example urement values are transmitted via a network and received by the central
device for fin ssing (e). Transmitted data must be protected for two reasons:
° the ived by the central device could have been influenced or corrupted on
theifl w m the sensor modules via the network (the data have lost their integrity),
° gthe received by the central device from the network could have been generated by

ﬁs‘ender other than a verified sensor module (the data are not authentic).
ts on protection level (ER2.2, transmitted data):
LoV No protection measures against tampering are required.

Middle: Integrity. The legally relevant transmitted data must be protected against intentional changes
with simple common software tools (text editors). This can be realized e.g. by an electronic
signature (see 2.6) or by encryption.

The security level depends on the algorithm and key length of the signature (or encryption).
An acceptable solution for the protection level middle would be e.g. the CRC [11, 12]
algorithm with a key / signature length of 2 bytes for each data set with one measurement
value.
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Authenticity. The receiver of measurement values or other legally relevant data must be able
to check whether the data have been sent by an authorized sender and whether the data are
actual. An acceptable solution for the protection level middle would be e.g.

o

the registration of the addresses of all legal senders on the net in the receiver, combining
the sender's address with the measurement value, and then, after transmission, checking
in the receiver whether the address is valid

combining a time stamp with the measurement value, then transmitting it and checking in
the receiver whether it is actual

All relevant data necessary to finally process or re-verify a measurement value, including
signature, sender address, time stamp etc. must be grouped in one data set and the
signature must cover all fields of the data set.

Data that are detected as having been corrupted must not be used.

The key used for checking or generating the signature must be treated as legally relevant

data.
i \'

High: The legally relevant software must be protected against intentional cha ecial
sophisticated software tools (debuggers and hard disc editors, software de tools) i.e.
a protection level according to the state of the art in data security, r financial
transactions.
The same as for level middle applies, however, the S|gnatur j and key length
mentioned above are too weak. An acceptable solution for s > algorithm would be

e.g. DEA® with a minimum key length of 128 bits.

But even if the algorithm and key meet the level high, t al solution of this example
would not be suitable to reach this protection level begca theWeceiver (central device) is a
standard personal computer with no appropriate protection®means (see comment on ER1.2,

protection level high).

Low: The manufacturer declares (without supplying substantiating documentation) that measures
are taken to detect intentional chan data sets received from another module and to
suitably react on them. No examimﬂ erlfying this declaration is performed.

Comments on examination level (ER2.2, transmitted

Middle: The measures for detecting changes of transmitted legally relevant data are examined on
the basis of the software documentation supplied by the manufacturer. It is verified whether

o

a suitable signature algorithm and sufficient key length is realized

o

all data necessary to finally process and to protect transmitted measurement values are
combined to a data set (necessary fields in the data set are e.g. measurement value,
address of the sender, time stamp and current number of the measurement)

° the signature key cannot be read or explored by aid of a text editor

Practical test: A data set is falsified and sent to the central device. The reaction to this error
is checked.

High: W to the steps of level middle, the software that realizes the detection of intentional
g

nges and the signature generation is examined using the source code.

&on of long-term stored data (ER2.2)

example measurement values are stored by the central device for later legal use (t). There
is a program subject to control for presenting stored values to the user. It enables him to find and
clearly assign any earlier measurement result to a certain stored data set (within the appointed
space of time).

° ) Specification of Algorithm DEA in [10]
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Comments on protection level (ER2.2, long-term stored data):
Low: No protection measures against tampering are required.

Middle: Integrity. The legally relevant stored data must be protected against intentional changes with
simple common software tools (text editors). This can be realized e.g. by an electronic
signature (see 2.6) or by encryption.

The security level depends on the algorithm and key length of the signature (or encryption).
An acceptable solution for the protection level middle would be e.g. the CRC [11, 12]
algorithm with a key / signature length of 2 bytes for the data set with one measurement
value.

Authenticity. The user of the stored measurement values must be able to assign each value
to a certain measurement. An acceptable solution for the protection level middle would be

e.g.
° combine an ID like a unique (current) number with the measurement value
° combine a time stamp with the measurement value

All relevant data necessary to re-verify a measurement value, including signature, file id-
number, time stamp etc. must be grouped in one data set and the signature must cover all
fields of the data set.

Data that are detected as having been corrupted must not be used.

The key used for checking the signature must be treated as legally relevant data.

sophisticated software tools (debuggers and hard dis ,Software developing tools) i.e.
protection level according to the state of the art secCurity like e.g. for financial
transactions.

High: The legally relevant software must be protected agai entional changes with special
itors
d

The same as for level middle applies, how
mentioned above are too weak. An acceptaB
e.g. DEA™ with a minimum key length of 128 bi

th signature algorithm and key length
e solution for a signature algorithm would be

But even if the algorithm and key m level high, the technical solution of this example
would not be suitable to reach tion level because the program for signing and
verifying a data set runs on st@ndard personal computer (central device) with no

appropriate protection me ment on ER1.2, protection level high).

Comments on examination level 2.2long-term stored data):

Low: The manufacturer
are taken to det
examination veri

(without supplying substantiating documentation) that measures
inte@rtignal changes of stored data sets and to suitably react on them. No
this declaration is performed.

Middle: The measures for detecting changes of stored legally relevant data are examined on the

basis of the software documentation supplied by the manufacturer. It is verified whether
° asuitable signature algorithm and sufficient key length is realized

° all data necessary to protect a stored measurement values are combined to a data set
(necessary fields in the data set are e.g. measurement value, file id-number, time stamp
of the measurement)

° the signature key cannot be read or explored by aid of a text editor

Practical test: A stored data set is falsified in the central device using a text editor. The
reaction to this error is checked.

High: Additionally to the steps of level middle, the software that realizes the detection of intentional
changes and the signature generation is examined using the source code.

10 ) Specification of Algorithm DEA in [10]
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ER2.3:

If a standard personal computer with a windows operating system like in this example is part of the

Only the approved and verified software is allowed to be used for legal purposes. It shall
be clear and unambiguous that a presentation of a result is generated by a legally

relevant program.

measuring system, two problems have to be solved to meet ER2.3:

° a program other than the approved one could be loaded either by the manufacturer
when installing or by an unauthorized person when the system is in use (k)

° programs other than the approved one could control the windows on the screen, and
the presentation of the measurement values could be disturbed or inhibited (h, p) " ?

Installing of the program code subject to legal control (ER2.3)

The manufacturer shall only install the approved software on the system for the legal purpo

Comments on conformity level (ER2.3):

Low:

Middle:

High:

- N -~
The manufacturer is allowed to correct the program code without changing the legal

software identification. As far as legally relevant software parts are concerned (in the
example: the library with subroutines subject to legal control) the Notified Body must,
however, be informed in any case. At verification the appropriate authority or a responsible
person checks by the legal software identification that the software implemented in the
instrument is in conformity with the approved software.

The legally relevant part of the implemented software (i 2 exa
identical to the approved software. At verification the ropiat
person checks by the legal software identificati .
implemented in the instrument is identical with th@

The user can rely on the sealings and verifi€ati
been installed.

-
ple: the library) has to be
authority or a responsible
ature) that the software
software.

rk that the approved program has

If conformity level high is stipulated, the tech | solution of this example system is not

suitable. The entire software includi egally Ron-relevant parts has to be identical with
the approved software, and madifiGatfons of software parts after type approval are not
admissible.

Exchanging of the program ¢ subject to legal control after verification (ER2.3)

The software of a standard

be freely loaded even b k).

Comments on protecs | (ER2.3):
Low: i sures against changing and substituting of the approved program are

It is assumed that the only tool used for tampering with the system is a text editor, but not a
compiler. A compiler would however be necessary to write a new program that has similar
functions to the approved one. It is assumed that it is a criminal act to write such a program
and substitute it for the approved one. Therefore no measures are required to inhibit loading
of programs. (As for tampering with the code of the approved program and of data and
parameters see ER2.2.)

Note: If the manufacturer produces programs similar to the approved one, he shall not install

them on a system to be legally verified and not make them available to the user of the
approved system.

Any program can be loaded. Loading can be realized by changeable storages (floppy disc, CD-ROM etc)
or by downloading via interface from a server (to hard disc drive, Flash ROM, EEPROM etc).

Free user shell with operating modes subject to control and operating modes not subject to control in
parallel.

The software subject to control is embedded into an environment like a standard operating system that is
not especially constructed for the measuring purpose.
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High: If conformity level high is stipulated, the technical solution of this example system is not
suitable.

Comments on conformity level (ER2.3):

Low/middle:  The user and the verification officer or the person responsible can verify whether the
approved software is loaded and running by comparing the indicated legal software
identification with that registered on the main plate of the device or in the type approval
certificate.

High: If conformity level high is stipulated, the technical solution of this example system is not
suitable.

Identifying the legally relevant presentation (ER2.3) Qﬁ
e of

In this example several programs can run in parallel. It is possible that not only the pres
the legally relevant program is seen on the screen of the personal computes(h, p). Some
restrictions must be observed in order to give priority to the legally relevant presentadi

Comments on protection level (ER2.3):
Low: No protection measures against indicating falsified measurementﬂ reffequired.

Middle: It is assumed that a text editor is used for tampering with the system. It cannot be excluded
that a presentation of (falsified) values is generated with a modern (window) text editor.
Therefore technical measures must be taken in the program subject to control to prevent
this. There are three measures an acceptable technical solution should realize:

° Measurement values received from the sensor modules are only processed by the
program part subject to control, and no access is given to other programs as long as the
measurement values are not yet indicated (or stored in a long-term storage subject to
control). At the moment they are displayed and/or stored they can be exported to
program parts not subject to control.

°  The program subject to control generates a window on the screen for presentation of the
relevant data that is always on top, overwrites all other windows and is refreshed in
certain time intervals. If the window is not on top any more, processing of measuring
values stops.

° The window for presenting the measurement values has to be designed in a way that it
cannot be mixed up with a window generated by a text editor. There must be a copy of
the window generated b? the program subject to control in the operating manual.

Note: It is assumed t criminal act to write a program that is able to process and indicate
them réfment values instead of or in parallel to the approved program.

High: If conf
suitable

jt elbhigh is stipulated, the technical solution of this example system is not

tion level (ER 2.3):

Comments o@u

Low: e acturer declares (without supplying substantiating documentation) that measures
arg,taken to force the window of the program subject to control always on top and that
measurement values are not exported to other programs until they have been displayed or
stored. No examination verifying this declaration is performed.

‘Middle: The measures for protecting the legally relevant presentation are examined on the basis of
the software documentation supplied by the manufacturer. It is verified whether

° measurement values are processed only by the legally relevant program until they have
been indicated or stored

° the window for presentation of the measurement values is always on top
° the design of the window is not similar to a window of a text editor

Practical test: It is practically tested that the measurement window cannot be suppressed
and is always on top as long as measurement values are processed.
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High: Additionally to the steps of level middle, the software that realizes e.g. the refreshing of the
measurement window is examined using the source code.

ER2.4: Functional defects that can falsify measurement values in software controlled hardware
shall be detected and acted upon.

In the example some kinds of functional defects are detected and the software realizes the
appropriate reaction (r)".

Comments on examination level:

Low: The instrument is tested practically with the help of the operating manual. As functio
defects happen rather seldomly, the failure detection mechanism normally isn't tested.

Middle: The failure detection mechanism described in the documentation is checked by simulating
suitable failures.

High: The failure detection mechanism is tested as in case middle. Additionally o WS are
simulated and the reaction of the instrument is judged.

ER3.1: The software shall not inadmissibly be modified after type armg

What kind of modifications are admissible depends on the level of th@ nformity level:

Comments on conformity levels:

Low: The implemented software of each individual instrument is in conformity with the approved
documentation. Regardless of minor corrections of the source code the functionality remains
identical to the technical documentation:

° Modifications of the legally relevant software are allowed as long as the documented
functions and characteristics of the approved instrument remain unchanged. The NB™)
must, however, be informed. Changes of documented functions and characteristics
require additional approval by the NB and a new legal software identification.

° Modifications of the part not subject to legal control are allowed without informing the NB
as long as the software separation is observed and exclusively the approved software
interface is used.

° The approved software documentation is kept at the NB. Additionally the complete
program code (executable code) of the measuring instrument may exceptionally be
deposited.

Middle: The legally
identical’o

-
part of the implemented software of each individual instrument is
proved software:

° Bec identity, modifications of the legally relevant software lead to a new legal
S entification. The NB gives an additional approval in this case.

ifications of the part not subject to legal control are allowed without informing the NB

as as the software separation is observed and exclusively the approved software

terface is used.

° The approved software documentation and the complete program code (executable

@ code) of the measuring instrument are kept at the NB.

The entire software of each individual instrument is identical to the approved software;

° Because of the identity, modifications of any part of the software lead to a new legal
software identification. The NB gives an additional approval in this case.

° The approved software documentation and the complete program code (executable
code) of the measuring instrument are kept at the NB.

' ) The presence of a defect is not obvious and cannot be easily and simply checked using devices apart
from the instrument itself and there are no hardware means for fault detection.

) NB - Notified Body or design examiner
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ER3.2: For the verification of conformity an identification of the legally relevant software and
suitable instructions shall be available.

An instruction for the user and verification officer must be provided that explains how to indicate
the legal software identification number. It depends on the level of the required conformity level
how the conformity of the individual instrument is checked:

Comments on conformity levels:

Low: The implemented software of each individual instrument is in conformity with the approved
documentation. Regardless of minor corrections of the source code the functionality remains
identical to the technical documentation:

o

At verification the conformity with the approved software is checked by a legal software
identification that is mentioned in the type approval certificate. The legal software
identification may be displayed either on demand or automatically on start up or
cyclically).

Middle: The legally relevant part of the implemented software of each individual i@nt is

identical to the approved software:
° At verification the conformity with the approved software is checked_b egal software

identification (signature) that is mentioned in the type approval certj

High: The entire software of each individual instrument is identical to th 0 software:
° At verification the conformity with the approved software cked by a legal
software identification (signature) that is mentioned in th val certificate.

ER4.1: The functionality of the instrument shall be testabl &

As assumed in the description of the example systefgpa
here. The metrological tests are difficult and can %
Comments on examination level:

Low: The manufacturer supplies the result @ gasurement series, a description of the conditions
during the measurements and e :-Q afion that these measurement values have been
made with the software versi@n that is to be approved. The measurement results are
checked by the examiner. ures of the software that are not covered by these
measurements don't needfto ade testable by the manufacturer. It is sufficient that he

declares that these u teg features conform with the requirements (protectiveness of an
interface, failure det eaction etc.).

Consequence for the m a /applicant: Sufficient measurements have to be
performed and pared to nominal values. The results shall be documented. The
arrangeme asuring equipment and the conditions during the measurements shall
be doc

plex measurement process is realized
peated very often.

Middle: The metrological input signals for the interpreting parts of the software are simulated by a
special test device or by test software. The results that are calculated by the software of the
instrument are treated as if they were real measurement values. In this example there is no
special interface necessary to enter simulated values because the communication bus is
suitable to connect a simulator and to enter simulated data sets.

Some practical tests on the basis of the special software documentation are performed in
addition to these simulator tests. From the result of this analysis the examiner can derive
additional tests on the real instrument (e.g. test the functioning of the failure detection and
reaction).

Consequence for the manufacturer/applicant: The instrument shall be equipped with
one or more interfaces for monitoring measurement signals or data streams or for entering
simulated signals or data streams. If need be, he shall make available a suitable simulator
device or program.

High: The metrological input signals for the interpreting parts of the software are simulated by a
special test device or by test software. The results that are calculated by the software of the
instrument are treated as if they were real measurement values. In this example there is no
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special interface necessary to enter simulated values because the communication bus is
suitable to connect a simulator and to enter simulated data sets.

The source code has to be supplied. Still the metrological simulator performance test is not
obsolete because it is very effective. However, parts of the software can be tested either
"manually" (well-known methods: code inspection, walk-through etc.) or by the aid of
software analyzing tools. Typical examples for such spot check tests are the protectiveness
of interfaces, the separation of software into parts etc.

Consequence for the manufacturer/applicant: The instrument shall be equipped with one or
more interfaces for monitoring measurement signals or data streams or for entering
simulated signals or data streams. If need be, he shall make available a suitable simulator
device or program.

ER5.1: The legally relevant software including its hardware and software environment s@
suitably documented.

For modules of a measuring system like in this example (technical class see G%t least the
following documentation has to be supplied by the manufacturer: @

Comments on examination level:

nanufacturer. No
i should contain
t that are not tested
are identification.

Low: The operating manual and a technical documentation is supplied b
additional special software documentation is required. The do!m ]

the manufacturer's declarations about some features of the ins
(e.g. that an interface is constructed to be protective) and th

Middle: In addition to the documentation of level low the special software documentation shall

comprise:

° detailed description of all legally relevant software functions, legally relevant parameters
that determine the functionality of the instrument

description of the measuring algorithms (e.g. price calculation and rounding algorithms)
description of the menus and dialogues
legal software identification

complete description of commands and parameters via the protective interface, including
a declaration of completeness of this description

complete description of commands and parameters via the protective software interface,
including a declaration of completeness of this description

description of data sets of stored or transmitted data
necessary characteristics of the operating system and of the hardware of the computer
reference to the requirements of this guide

operating manual
High: In additil Wdocumentation of level "middle" the source code (as a file) has to be
supplied byathe manufacturer together with some auxiliary documentation like

iagram of the software (e.g. flow chart or Nassi-Shneidermann diagram)
iled description of the functions of each legally relevant software module
descrlptlon of data structures (transmitted data sets)

&
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